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1 INTRODUCTION 

In response to the growing concern of the global community about the issue of asset laundering 

and terrorism financing, henceforth asset laundering and terrorism financing, Kushki's Senior 

Management is committed to its responsibility to prevent and combat them. Accordingly, it has 

adopted this document that brings together the policies and processes aimed at preventing and 

mitigating the consequences that these criminal behaviors may cause to the company. 

2 LEGAL FRAMEWORK 

Kushki and all its subsidiaries (hereinafter the “Company”, Kushki”, or the “Entity”) created its 

system to prevent asset laundering, terrorism financing, and proliferation of weapons of mass 

destruction based on the best international practices, as well as the recommendations by the 

Financial Action Task Force (FATF), the various UIF, and the local regulations applicable in each 

country where Kushki operates. 

This manual contains the corporate guidelines applicable to Kushki in its various countries of 

operation or where it is opening new locations. Additionally, Chapter 17, 'Related Documents,' 

lists the documents that complement the legal framework of each country. 

3 SCOPE 

This standard contains procedures, guidelines, and preventative measures against Asset 

Laundering (AL), Terrorism Financing (TF), Financing of the Weapons of Mass Destruction 

Proliferation (FWMDP), and other crimes leading to those. The scope of the current document is 

applicable to all products and services offered by the Company and its subsidiaries, as well as its 

clients, shareholders, providers, and employees. Likewise, it applies to physical and legal persons 

that have contractual relations with the company. 

4 DEFINITIONS 

Active business: a business establishment that holds transactions regardless of their frequency 

and amount. 

AML (Money Laundering Prevention, which includes): AL/TF/FWMDP (Asset Laundering, 

Financing of Terrorism and Financing of the Weapons of Mass Destruction Proliferation). For all 

purposes of the implementation in each region where Kushki runs operations. 

Bribery: means the behavior of a subject, which, actively or passively, is intended to give an 

employee or public official a compensation that falls outside that of his or her position. 

Cash transaction: any cash transaction over ten thousand American dollars (U$10,000) or its 

equivalent in Chilean pesos (CLP) based on the dollar amount at the exchange rate applicable 

on the transaction date. 

Client behavior profile: means all typical and habitual characteristics of the subject of analysis, 

concerning their general information and with the way they use the services and products offered 

by the entity. 
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Client: any natural person or legal entity with whom the payment processor establishes or holds 

a contractual relationship, in order to obtain the provision of a service, offered within the 

framework of the line of business or supplementary thereto, in accordance with the legal and/or 

regulatory framework, and said service provision may be of occasional, sporadic, unique, 

repeated, frequent or permanent nature. 

Compliance Officer: executive responsible for controlling that the management of the asset 

laundering and terrorism financing risk is compliant, by proposing that the residual risk is kept at 

appropriate levels, through the application of preventive policies, processes and procedures and 

the identification of unusual and unjustified transactions. 

Correspondent: national or foreign financial entity with whom business or banking relations are 

held upon execution of an agreement. 

Counterparty: is any natural person or legal entity with whom the Company holds trade, 

business, contractual or legal ties of any kind. Inter alia, the partners, employees, customers, 

contractors and suppliers of Company Products are deemed counterparties. 

Customer transaction profile: is the parameter that indicates the maximum capacity that a client 

must transact with the entity. Its value or range is estimated using recognized technical 

methodologies considering variables such as its income, equity, economic activity, historical 

transactionality, inter alia. 

Distribution channels: means used to provide financial products and services, namely - offices, 

automatic teller machines (ATM), point of sale terminals (POS), interactive voice response (IVR), 

call center, contact center, non-bank correspondents, remote access systems for customers 

(RAS), Internet, Mobile Banking, inter alia. 

Enhanced Due Diligence (EDD): means the most demanding and reasonably designed set of 

policies, processes and procedures applied to internal and external clients, which, based on their 

greater exposure to risk and the cases described in the regulations, are applied by the entity to 

mitigate the asset laundering and terrorism financing risk. 

Final beneficiary: means the natural persons who own or hold a client and/or natural person on 

whose behalf a transaction is carried out or who benefits from it, whether directly or indirectly. It 

also includes persons who hold ultimate effective control over a legal entity or legal agreement. 

Financial Intelligence Unit (UIF): it means the technical unit responsible for collecting 

information, developing reports, implementing national policies and strategies for the prevention 

and eradication of asset laundering and terrorism financing. 

Financial transaction: means an agreement or contract with the participation of two or more 

economic entities by exchanging capital, in such a way that the capital lender serves as a creditor, 

while the other serves as a borrower. Furthermore, the exchanged assets shall be equivalent at 

each given time. 

High-risk activities: those activities which, due to their particular characteristics, entail a greater 

risk for the controlled entities of being used when committing ML and crime financing, including 

TF. 

Inactive business: a business that does not carry out transactions for three months in a row. 
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Inherent risk: is the level of risk inherent to the activity, without considering the effect of the 

controls that have been put in place. 

Jurisdiction: geographic location where an activity, operation or economic transaction is carried 

out. 

Lead: natural person or legal entity who has requested information and expressed interest in 

receiving the services or products provided by the controlled entity. 

Liable entities: are the economic sectors required to report and comply with the regulations for 

the prevention of asset laundering and terrorism financing and weapon of mass destruction 

proliferation, as specified in the local regulatory framework of each country. 

Management elements for the prevention of asset laundering and terrorism financing 

(AML) risks: these are a set of components through which the administration of the asset 

laundering and terrorism financing risk, in controlled entities is implemented in an organized, 

systematic, and methodical fashion. These are the policies, organizational structure, manual and 

information, procedures, reports, audits, technology infrastructure, organizational culture and 

training aimed at mitigating the asset laundering and terrorism financing risk. 

Market: means the set of people and/or organizations that take part in some way in the purchase 

and sale of goods and services or in the use thereof. To give a specific definition of market several 

variables are to be considered, such as the product, cycles, sales, jurisdictions, or a certain area. 

Methodologies: it means the way in which each one of the procedures that the controlled entities 

use are defined and treated. It is the succession of logical, documented steps, linked together for 

a verifiable, operational, and reliable purpose, which, depending on their clients, products and 

services, channels and jurisdiction, inter alia, the controlled entities are to use to develop and 

evaluate the AML, by identifying clients and their risks, establishing transactional, behavior and 

risk profiles, applying processes to detect unusual events and managing reports. 

Money laundering (ML): means an action carried out in any way intended to hide and/or disguise 

the illegal proceeds of certain goods, being aware that they come, directly or indirectly, from the 

perpetration of acts constituting crimes such as drug trafficking, terrorism, weapons, financial 

statement fraud, public fund embezzlement, treasury fraud and bribery, inter alia; or when being 

aware of said origin, hides and/or conceals these assets. 

Money laundering and crime financing risk management, including terrorism (AML): set of 

actions adopted by the entity, in order to minimize the probability of a risk and/or its impact. The 

actions established for the Asset laundering and terrorism financing risk management program 

consist of mitigating and preventing the asset laundering and terrorism financing risk. 

Monitoring and/or follow-up: means the continuous and systematic process through which the 

efficiency and effectiveness of a policy or process is verified, by identifying its strengths and 

weaknesses to recommend corrective measures aimed at optimizing the expected results. 

Policies: means the guidelines, recommendations or aspects that support the prevention and 

monitor the asset laundering and terrorism financing risk. 

Politically Exposed Persons (PEP): means national or foreign natural persons, who work or 

have worked as outstanding public servers in the country or abroad on behalf of the country, their 
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relatives and related persons. (This category will be defined in accordance with the local 

regulations of each country where Kushki runs operations). 

Products: these are financial mechanisms or instruments that, in accordance with the law, are 

provided by entities from the public and private financial sector. 

Provider of strategic goods and services: natural person or legal entity that provides the 

products or services required for the financial entity to comply with critical processes related to its 

corporate purpose and which deficiency, weakness or suspension could affect the usual 

transactional development of the entity, with greater emphasis on the goods and services related 

to asset laundering and terrorism financing monitoring and prevention. 

Related party: the related party is a natural person or legal entity, associated or linked to the 

entity controlled by property, administration or by suspicion, who has the possibility of exerting 

influence over it. 

Related persons: includes those people who benefit from being close to the politically exposed 

person, such as their co-workers, advisers, consultants and personal associates. 

Residual or net risk: resulting level of risk after controls have been applied. 

Risk exposure: level of risk to which the entity is exposed before the events related to asset 

laundering and terrorism financing take place and is expressed through residual risk. 

Risk factors: means the agents that create a risk or parameters that allow evaluating the 

particular circumstances of customers, products and services, channels and geographical 

location. 

Risk management stages for the prevention of asset laundering and terrorism financing 

(AML): means the identification, measurement, control and monitoring of the asset laundering 

and terrorism financing risk. 

Risk matrix: is a control and management tool that, through the identification and measurement 

of risk events related to the business lines and processes of the entity and to asset laundering 

and terrorism financing, allows the determination of the inherent risk and the implementation of 

the relevant due diligence monitoring and actions, from where the resulting residual risk is 

obtained. 

Risk of asset laundering and terrorism financing and proliferation of weapons of mass 

destruction: is the possibility of loss or damage that a controlled entity may suffer due to its 

exposure to being used directly or through its transactions as an instrument for asset laundering 

and/or to channel funds to carry out criminal activities, including terrorism, or whenever they 

intend to conceal assets derived from said activities.  

Risk profile: means the client risk condition both due to its behavior and transactionality that may 

expose the entity to events with asset laundering and terrorism financing implications. 

Risks associated with asset laundering and terrorism financing: means the consequences 

for Kushki derived from the materialization of risks, such as: 
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• Legal risk: means the possibility that a controlled entity may suffer direct or indirect 
losses; that its assets are exposed to situations of greater vulnerability; that its 
liabilities and contingents may be increased beyond the expected levels, or that 
when conducting transactions it faces the possibility of being negatively affected due 
to error, negligence, inexperience, recklessness or fraud, derived from non-
compliance, incorrect or untimely enforcement of legal or regulatory provisions as 
well as general or particular instructions issued by law-enforcement agencies, within 
their respective powers; or, in adverse jurisdictional or administrative rulings or 
resolutions, or due to the poor wording of the texts, formalization or execution of 
acts, contracts or transactions, including those other than those of their ordinary line 
of business, or in the event the rights of contracting parties have not been clearly 
established. 

• Reputational risk: it is the possibility of affecting the prestige of a controlled entity 
by any event, external, internal failures made public, or by being involved in 
transactions or relationships with illicit businesses, which may lead to losses and 
cause a deterioration of the entity's prestige. 

• Transactional risk: is the possibility of losses occurring in the controlled entities 
due to events arising from failures or errors in processes, by people, information 
technology and unexpected external events. It includes legal risk, but excludes 
systemic and reputational risks. It groups a variety of risks related to internal control 
deficiencies that affect the entity's ability to meet its commitments in a timely manner 
or compromise its stake. 

• Contagion risk: it is the possibility of loss that an entity may suffer directly or 
indirectly, due to the action or experience of a third party. 

Segmentation: process by means of which risk factors are classified into homogeneous groups 

internally and heterogeneous transversely. This classification is based on the recognition of 

significant differences in their characteristics. 

Senior management: hierarchical level in the organization which decision-making process is 

autonomous. It is made up of the legal representatives, presidents and senior VPs, general 

managers, VPs or department managers and other professionals responsible for implementing 

the resolutions by the Board of Directors or the body acting on their behalf, in accordance with 

the assigned roles and the organizational structure defined in each institution. 

Services: means all interactions of controlled entities with their customers and users. 

Shell banks: those that do not have a physical branch in its country of incorporation which 

receives an operating license and is not part of a regulated financial group that is permanently 

subject to the supervision of the regulatory authorities. “Physical branch” means when there is a 

managerial and personnel structure in a country that allows the standard operation of the Bank. 

The mere existence of a local agent or low-level staff does not constitute a physical branch. 

Shell company: means a duly incorporated Company, which does not carry out the established 

activities in its entirety or partially carries them out and which is used to cover up other activities. 

Simplified Due Diligence: means the set of less demanding policies, processes and procedures, 

which empowers the controlled entity to apply them whenever it identifies a low-risk exposure to 

asset laundering and terrorism financing. 

Supplier: means any public or private natural person or legal entity that develops production, 

manufacturing, importing, construction, and distribution activities. 
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Suspicious transaction: means a transaction that, due to its number, quantity or characteristics 

does not fit into the system and normal practices of the business, a given industry or sector. 

Furthermore, in accordance with the uses and customs related to the activity in question, it cannot 

be reasonably justified. 

Suspicious Transactions Reporting (STR): it does not entail a complaint, but it consists only of 

useful and relevant information so that the FIU or UAF may employ financial intelligence and, 

thus, identify signs suggesting ML and/or TF. 

Terrorist financing: abbreviated as TF is any form of economic action, assistance or mediation 

that provides financial support to the activities of terrorist associations or groups. Although the 

main objective of terrorist groups is not financial, they require funds to carry out their activities, 

which may come from legitimate sources, criminal activities, or bot. 

Transaction: financial action that formalizes the transaction held between the debtor and creditor 

through payments or money by means monetary instruments. 

Transfer: means the transaction carried out by a natural person or legal entity called the payer, 

through an entity authorized in the relevant jurisdiction, to carry out transactions to wire national 

and/or international funds, so that a sum of money is made available to a natural person or legal 

entity called the beneficiary, through the same institution or another one that may be authorized 

to conduct this type of transaction. 

Unusual and unjustified economic transaction: financial actions carried out by natural persons 

or legal entities that do not match to the transactional and behavioral profile established by the 

entity and which cannot be supported or whenever, even though these may be consistent with 

the customer's line of business and profile, they seem excessive and unusual due to their amount, 

frequency, or recipients. 

Unusual transaction: means a transaction which amount or particular characteristics are not 

related to the economic activity of the client(s) that carry it out, or that, due to its frequency or the 

traded amount, falls outside the normal parameters established for a given market, or whenever 

its reasonableness or justification are questionable. 

User: means the natural person or legal entity who, without being a client of the controlled entity, 

receives a service thereof. 

Warning signs: mean the Client’s behavior or the characteristics of certain financial transactions 

or otherwise that in their national or international experience suggest suspicious transactions or 

asset laundering and terrorism financing typologies and could lead us to timely and/or 

prospectively identify the possible existence of a asset laundering and terrorism financing risk.  
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5 ORGANIZATIONAL STRUCTURE 

Kushki has established the following structure for the integration of the different areas of work in 

the enforcement of AML policies and procedures. 

Figure 5.1  
Organizational structure - Global 

 

6 ROLES AND RESPONSIBILITIES 

6.1 Board of Directors 

The Board of Directors shall be responsible for: 

• Approving the AML manual as well as its amendments from time to time. 

• Appointing a collaborator as Compliance Officer, to be responsible for ensuring the 
implementation, monitoring, and verification of compliance with the prevention of 
asset laundering and financing of crime, such as terrorism, in the countries and 
among the business groups where the company has a footprint. 

• Approve the reports submitted by the Chief Risk Officer / Head of Risk & Compliance 
on the results of the evaluation and analysis of the program efficiency and 
effectiveness, along with the improvement proposals that may be applicable. 

• Determining the transactional, economic, physical, technological, and resource 
measures that may be required for the Compliance Officers to perform their duties 
in each country where the company has operations and in every associated entity. 
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• Approving the training program to prevent asset laundering and financing of crime, 
such as terrorism. 

• Approving methodologies, models, qualitative and quantitative indicators, matrices 
and more instruments or tools to prevent the risk of asset laundering and financing 
of crime, such as terrorism. 

• Providing efficient and timely support to the Compliance Officer by having access to 
all processes and information that said officer may request. 

• Imposing within the scope of its responsibility and subject to due process and in 
accordance with the law, the internal penalties ordered by those who fail to comply 
with the provisions herein. 

6.2 Chief Risk Officer / Head of Risk & Compliance 

• Oversee the strict compliance with all the regulations associated with the prevention 
of asset laundering as provided in laws, regulations, standards, handbooks, and 
guidelines applicable at the regional level. 

• Report to the Board of Directors about all matters associated with compliance, 
including, from actions linked to the development and monitoring of policies and to 
the application of penalties for non-compliance. 

6.3 VP of Compliance  

• Design, implement, and manage programs, policies, and procedures to ensure 
Kushki's regulatory compliance. 

• Ensure that compliance processes are properly implemented to prevent and mitigate 
legal, financial, and reputational risks that could lead to regulatory violations or non-
compliance. 

• Design and implement effective second-level measures and controls to prevent the 
materialization of compliance risks. 

• Provide advice on applicable regulations, laws, and the company’s code of conduct. 

• Actively participate in the organization’s strategic decision-making and in structuring 
new business ventures to assess compliance risk. 

• Address and coordinate compliance and ethical conduct requirements with Kushki’s 
internal areas and related third parties, as well as internal and external audits, 
among others. 

• Promote a culture of compliance and ethical conduct by coordinating training and 
awareness sessions on the importance of regulatory compliance for employees and 
related third parties. 

• Proactively audit processes, practices, and documents to identify deficiencies in 
compliance programs. 

• Interact with regulators and supervisors, when necessary, to ensure adherence to 
regulatory commitments. 

• Prepare reports for senior management and external regulatory bodies as required. 

• Develop and generate management reports (KPIs) to provide visibility into the 
actions of the compliance area. Reporting on all matters related to Compliance from 
development and monitoring of policies to the application of penalties for non-
compliance to the Board of Directors. 
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6.4 Compliance Director and who acts as the Compliance Officer or who 

substitutes for them in their absence in the applicable countries 

This position is a high-level executive role with decision-making authority regarding the 

implementation and execution of activities aimed to prevent and control of money laundering and 

the financing of crimes such as terrorism. In order to carry out these activities, the following 

responsibilities will be under their purview: 

• Monitoring strict compliance with all provisions related to the prevention of asset 
laundering in laws, regulations, standards, manuals, and instructions, of the local 
country. 

• Submit reports, in accordance with the regulatory requirements of each region as 
stated in the documents of each country, on the results of the evaluation and 
analysis of the efficiency and effectiveness of the program, along with any necessary 
proposals for improvement. 

• Preparing the AML Manual and submitting it for approval, and to propose the 
relevant updates and ensure its dissemination to employees. 

• Permanently monitoring compliance with the Know Your Customer policies, by 
orchestrating and checking due diligence processes through the implementation of 
the procedures, mechanisms, and methodologies herein. 

• Evaluate the reports submitted by internal/external auditors or those performing 
similar functions (such as superintendencies or oversight bodies in each country, if 
applicable), and promptly adopt reasonable measures in response to any reported 
deficiencies. If the measures that need to be adopted require authorization from 
other bodies, ensure that these matters are brought to the attention of the competent 
authorities. 

• Checking compliance with the due diligence and enhanced due diligence 
procedures applicable to the Company. 

• Carrying out the evaluation of the ML/TF/FWMDP risk to which the Company may 
be exposed. 

• Informing to the local governing body and to the VP of Compliance, about possible 
failures or negligence in the controls established to mitigate the identified risk 
situations that may compromise the employees’ and Kushki’s responsibility. 

• Managing the AML stages and elements in order to prevent the asset laundering 
and terrorism financing risk and identify unusual and unjustified transactions, by 
determining the risk and proposing mitigation actions. 

• Establishing and disseminating the classification criteria of clients, based on their 
level of risk. 

• Developing, along with the risk area, the specific procedures, methodologies, 
models, qualitative and quantitative indicators, matrices and more instruments to 
manage the asset laundering and terrorism financing risk for the approval of the 
Legal Representative. 

• Reporting to the Financial Intelligence Unit of each country, or to the entity that takes 
its place, the reports as an obligated entity, including, but not limited to, any 
Suspicious Transaction that comes to their attention, by accompanying the 
background information that may be required for its proper review. 

• Certifying before third parties whenever it is required by a processor, purchaser, 
Bank, the existence of the system for the prevention of asset laundering and 
terrorism financing. 
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• Addressing and orchestrating any requirement, request or diligence of court or 
administrative authority responsible for the prevention and control of criminal 
activities. 

• Addressing queries from internal and external clients on matters of prevention of 
asset laundering and terrorism financing. 

• Orchestrating both the transaction follow-up activities as well as the investigations 
that shall be carried out at the institutional level concerning asset laundering and 
terrorism financing. 

• Timely adopting corrective actions against the observations issued by the internal 
and external audits, the Superintendencies or control and surveillance bodies of 
each country. 

• Adopting the appropriate actions to keep the documents related to the prevention of 
asset laundering and terrorism financing, in a confidential and secure manner, in 
accordance with the procedures established in the legal provisions. 

6.4.1 Limitations and restrictions of the Compliance Officer or his or her 

alternate in case of absence 

• Being part of control bodies or areas directly related to the activities established as 
part of the main corporate purpose. 

• Being an outsourced employee of the entity. 

6.5 Financial Security Chief (MLRO) 

• Implement policies, programs, and compliance procedures for AML, in accordance 
with the current regulatory framework of each country. 

• Ensure compliance with all regulatory aspects related to the prevention of money 
laundering and financing of terrorism (LAFT) and how these are updated. 

• Structure the process for managing and monitoring compliance transactions at the 
regional level. 

• Ensure compliance in the submission of regulatory reports and Suspicious Activity 
Reports (SARs) to the regulatory bodies in each country, as requested (e.g., UIAF, 
SIB, SIF, etc.). 

• Meet the requirements of the relevant regulatory authorities in each country. 

• Conduct periodic audits of compliance with AML policies and procedures across the 
company. 

• Develop action plans in response to potential findings. 

• Define the methodology for the AML/CFT risk matrix and customer risk 
segmentation. 

• Support processes related to AML, PTEE, and compliance area projects. 

• Promptly report any deviations from the established controls within the procedures, 
manuals, and/or policies that could compromise the company. 

• Assist with EDD activities in coordination with Compliance Directors. 

• Automate the transactional monitoring process by implementing tools and models 
based on machine learning and artificial intelligence, preferably. 
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• Keep the transactional monitoring system updated to identify, manage, and 
document in real time any alerts, unusual operations, and/or suspicious activities 
(operations unrelated to the client's economic activity or exceeding established 
parameters, through automated analysis). 

• Support the identification, measurement, control, and monitoring of AML and 
compliance-related risks at the regional level. 

• Create a segmentation of risk factors as defined by each entity. 

6.6 Regulatory Reporting Manager 

• Collaborate and support the Compliance Directors to jointly ensure the timely 
delivery of reports with the required quality. 

• Ensure the timely submission of reports for approval by the Compliance Director, in 
accordance with the specifications required by the regulator. 

• Coordinate with the relevant areas (Legal and data owners) to understand the scope 
of the required information and Kushki's obligation to provide it. 

• Monitor and control compliance with applicable requirements and regulations, as 
informed by the Legal Department and Compliance Director, and define an alert 
mechanism to ensure that Kushki fulfills its obligations on time. 

• Identify and determine areas, heads, and individuals responsible for generating the 
report information in accordance with the required specifications. 

• Ensure timely and accurate delivery of regulatory reports by responsible areas 
through the channels established by each local regulator. 

• Document instructions for generating the reports and formalize them through the 
document management tool. 

• Request to Product or BI team to develop the report structure, when applicable, and 
generate automatic alerts for the report responsible party to ensure the timely 
delivery of the report. 

• Create and maintain an updated database and matrix with detailed information for 
each report and the countries where Kushki operates. 

• Maintain a repository that records all interactions with regulators and compliance 
activities. 

• Keep informed about the evolution and changes in requirements and generate 
actions for their implementation. 

• Attend training sessions provided by regulatory entities to understand new 
requirements or changes. 

6.7 Compliance Specialist 

• Monitor PLA/PEP/Adverse Media lists and manage the online approval of "true hits," 
aligned with the risk appetite of Kushki and its related companies. 

• Support DDI (Due Diligence Investigation) routines in specific cases escalated by 
the first line of defense and other areas of the organization. 

• Execute control tests for first-line AML-KYC and ABAC processes, and follow up on 
action plans where applicable. 
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• Support the management of on-demand requirements from relevant regulatory 
authorities in each country, as well as payment facilitators, processors, and financial 
entities. 

• Design and develop the regional risk matrix for PLA/FT, ABAC, and Financial Crimes 
for Kushki and Billpocket; communicate it to the involved areas and monitor action 
plans where applicable, in accordance with the corporate risk methodology. 

• Support the creation and review of regional-level PLA/FT, ABAC, and crime 
prevention policies. 

• Support various training activities within the regional PLA/FT, ABAC, and MPD 
programs. 

• Follow up on action plans resulting from control testing. 

• Periodically review restrictive lists, including UN, OFAC, among others. 

• Manage daily transactional alerts and PLA transactional monitoring, including the 
preparation of SARs (Suspicious Activity Reports / Informes ROS) and related tasks. 

• Manage and update customer risk segmentation. 

• Perform any other duties inherent to the position, according to the professional 
profile or as assigned by the immediate supervisor. 

6.8 Internal or External Audit 

• Conduct an assessment in accordance to regulatory framework of each country 
obligated under the Anti-Money Laundering (AML) and Counter-Terrorism Financing 
(CTF) Prevention Program, as well as the compliance of the internally implemented 
and documented processes that are part of the AML program, in order to verify the 
effectiveness of the existing controls according to the defined work plan. 

6.9 Functions of the Internal Compliance Committee 

• Evaluate matches generated by high-risk alerts resulting from list screening (SRC-
PD-0108-KU). This process will conclude with a final decision, ensuring compliance 
with all current regulations. 

• Evaluate unusual operations reported by the Head of Financial Security / Money 
Laundering Reporting Officer - MLRO to assess the relevant report to be filed to the 
various UIF at the regulated countries. 

7 AML POLICIES 

Kushki provides online payment services, which key pillar is to guarantee the security of 

transactions carried out through its technological platform. Hand in hand with this service promise, 

the company is committed to mitigating the risk that monetary transactions with proceeds of crime 

or which purpose is to finance criminal acts related to asset laundering and terrorism financing, 

are conducted through its platform. Therefore, there should be zero tolerance for this risk. 

Accordingly, it shall internally foster the open rejection of any criminal activity. 

Furthermore, the company has defined the following internal policies for this purpose: 

• Kushki is committed to adopting the local legal regulatory framework and good 
international practices, based on the transactions’ size and complexity and the 
analysis of the level of inherent risk. 
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• Kushki does not provide services to businesses, suppliers, shareholders, final 
beneficiaries (individuals or legal entities), who are included in OFAC, UN, 
EUROPEAN UNION lists. As well as in other lists or negative public information 
related to asset money laundering and terrorism financing, shall be considered an 
important criterion to deny or terminate a contractual relationship. 

• Kushki, in compliance with its service terms and conditions, reserves the right to 
block, cancel and/or disable the transactional operation of any of its clients if unusual 
transactions are identified and for which no reasonable justification has been given. 

• Kushki does not accept the inclusion of a business that has not filled out the digital 
form in its entirety by attaching the required documents for their affiliation. 

• Kushki undertakes to carry out an adequate selection process of suppliers and 
employees with whom it is to establish a legal or contractual relationship to conduct 
its business. 

• Kushki conducts business with natural persons and legal entities who develop legal 
activities. By identifying industries or items that, due to the nature of their business 
activities, could be considered as risky and with a greater probability in the 
materialization of asset laundering and terrorism financing and weapons of mass 
destruction proliferation and any predicate offense. 

• Kushki establishes mechanisms to identify and confirm the information provided by 
third parties (customers, suppliers, employees, inter alia). In order to determine if 
these are listed as direct PEPs or related persons up to a 2nd degree of blood ties, 
by establishing the protocols required across the different countries where we run 
operations. 

• Kushki does not establish business relationships with people who cannot prove the 
lawfulness of their income with which they acquire the products or services. 

• Kushki does not establish business relationships with clients who perform 
transactions arising from political campaigns and/or political parties. 

• Kushki shall report suspicious transactions, identified at any stage of the relationship 
flow to the relevant authorities by providing all the support and assistance required 
by said authorities as dictated by the law in force. 

• Kushki fosters an asset laundering and terrorism financing culture, for which it shall 
maintain permanent disclosure and training plans. 

• Kushki makes sure that its employees are aware of the content of this manual, its 
policies, procedures and their amendments from time to time to be protected from 
these risks. Likewise, Kushki's employees shall prioritize compliance with the 
regulations on asset laundering and terrorism financing risk management and 
observe ethical principles to achieve business goals. 

• Kushki established a methodology to identify the risk factors and resulting asset 
laundering and terrorism financing-related events. Preventive detection or corrective 
controls shall be designed. Likewise monitoring activities shall be established to 
ensure that controls are comprehensive and work in a timely, effectively, and 
efficiently. 

• Kushki does not carry out transactions to and from Countries that have not taken 
appropriate actions to mitigate the asset laundering and terrorism financing risk, and 
which are identified by international organizations, such as FATF, as high risk. 

• Kushki preserves digitally documents that supports the implementation of Asset 
money laundering and terrorism financing aligned to legal regulations of each 
country for information retention. 
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• Kushki shall cooperate when authorized and/or required by the laws, authorities, 
supervisors, government, court, and law-enforcement agencies in the investigation 
of situations that may involve illicit activities, overall, but especially those related to 
asset laundering and terrorism financing or bribery. 

• Kushki conducts a risk analysis for new products using a corporate methodology to 
identify potential risks and establish controls for their mitigation. 

• Through the Compliance Officer, Kushki shall immediately report to the different 
Financial Information and Analysis units or whoever acts in their stead in each 
country, in the event any good, Asset, Product, Fund or right of interest under the 
name or the administration or control of any country, person or entity included in 
blacklists Lists is identified or confirmed. 

• Kushki shall not hold into business relations with Clients that are related to shell 
banks or direct relations with these banks or with institutions that allow their accounts 
to be used by them. 

8 ML/TF RISK ASSESSMENT METHODOLOGY 

The methodological support for the implementation and management of Kushki's risk is based on 

the ISO 31000 Risk Management standard and the COSO ERM framework for risk management. 

These provide a generic guide for the development of the AML/CFT (LA/FT) risk management 

process for Kushki at a regional level. 

Document SRC-MA-0401-KU Operational Risk Management Manual contains the methodology 

established by Kushki for general risk management, including AML/CFT (LA/FT). 

Additionally, in its AML/CFT (LA/FT) risk assessment, Kushki involves establishing the internal 

and external context, risk identification, assessment of probability, the impact of inherent risk, the 

impact of residual risk, and the monitoring of money laundering and terrorism financing risks, as 

well as the establishment of treatment plans as necessary. 

8.1 Objectives 

8.1.1 General objective 

To evaluate the asset laundering and terrorism financing risk management system across the 

Company’s different processes, considering the development of the program elements and 

stages in place to manage the asset laundering and terrorism financing risk. 

8.1.2 Specific objectives 

• To prevent Kushki from being used as an instrument for asset laundering or terrorist 
financing. 

• To mitigate the risk of regulatory non-compliance related to the prevention of money 
laundering and terrorist financing (ML/TF). 

• To prevent links of any kind with natural persons or legal entities found in the UN, 
OFAC, FATF, Al-Qaeda, etc. blacklists. 

• To develop follow-up and continuous monitoring processes that allow the timely 
identification of suspicious or unusual transactions. 

• To maintain the good corporate image of Kushki, an ethically correct company that 
has always been concerned about good practices and ML/TF prevention. 
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8.2 Reference framework 

For the integration of the asset laundering and terrorism financing risk management process into 

the entity's processes, the following aspects are considered: 

• Processes that may be vulnerable to the ML/TF risk or processes related to the asset 
laundering and terrorism financing risk management program are identified. 

• Meetings are held with the employees responsible for the processes subject to 
evaluation and the Compliance department to build a work team to apply the 
methodology. 

• Inherent risk events and their causes are identified as well as the risk and associated 
factors, which are evaluated based on the risk measurement process. 

• The controls that mitigate identified risks are classified and evaluated. Those 
controls that are no longer applied are removed, as appropriate, and/or mitigation 
controls are proposed, based on the control qualification process. 

• The process residual risk is estimated. 

8.3 Risk management process 

8.3.1 Background 

To define the basic parameters for risks to be managed and to provide decision-making guidance 

when conducting more detailed risk management evaluations, the entity’s background or context 

is to be established. 

8.3.2 External context 

• Regulatory framework on asset laundering and terrorism financing risk. 

• Current regulations applicable to the business in accordance with the local 
recommendations of each country where Kushki runs operations. 

• Other external entities. 

• FATF recommendations. 

• Types of asset laundering and terrorism financing published by the relevant FIU or 
UAF. 

Other factors that impact on the external context are the political and geographical scenario, 

economic sectors, domestic or international outlook, which may impact on the entity’s processes 

on ML/TF, e.g., entering a new market, a new product, service channel or jurisdiction. 

The work team shall consider compliance with the current regulations on money laundering and 

terrorism financing risk as well as the identification of new typologies for risk assessment in the 

process. 

8.3.3 Internal context 

Kushki is a company with experience in the payment method sector, which provides its affiliates 

with the possibility of accepting payments worldwide and receiving money in their local currency. 

It connects different payment methods in each country into a single integration. Understanding 

the importance of each business, it always seeks to adapt the service according to the client’s 

needs, creating world-class payment experiences. 
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Increasing the effectiveness of payment processes and, thus, providing a simple and seamless 

payment process. Allowing the easy handling of all payment methods - credit and debit cards, 

bank transfers and cash, in one place. 

The entity has a qualified work team who is highly committed to great customer service, backed 

by a highly efficient transactional and technological platform. Its business model is part of risk 

management systems, auditing processes by always seeking to streamline it. 

Regulatory framework 

The asset laundering and terrorism financing risk management Program Manual for each 

jurisdiction shall be complied with, as well as with the code of ethics, government code, anti-fraud 

and anti-corruption policies, and other policies that may be established by the company. 

The work team shall consider the current internal regulations on asset laundering and terrorism 

financing Risk, based on the evaluated process. In other words, the procedural standard of the 

processes to be evaluated, which are published in the process tool, is to be referred.  

9 RISK FACTOR SEGMENTATION 

Kushki's methodology to segment by risk factors is based on the CRISP-DM methodology, which 

stands for Cross-Industry Standard Process for Data Mining, and it is a proven method to guide 

data mining jobs, as per the following phases: 

• Business understanding 

• Data understanding 

• Initial data collection 

• Data description 

• Data exploration 

• QA checking 

• Data preparation 

• Modeling 

• Evaluation 

• Deployment 

Kushki, with a tool of recognized statistical value, determines the characteristics of typical 

transactions and compares them with those carried out by the clients, in order to identify Unusual 

and/or Suspicious transactions in a timely manner. 

9.1 Kushki risk factors 

In accordance with our business model, when offering, selling and supplying our products and 

services, we face the following four (4) different risk factors that expose us, to a greater or lesser 

extent, to the ML/FT risk: 

• Our Counterparties 

• Our products 

• The channels 
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• Jurisdictions 

To identify Kushki's asset laundering and terrorism financing risk, each risk factor must be 

understood. For this and according to the tool obtained by Kushki, they are grouped based on the 

homogeneous characteristics of each risk factor. 

10 PROCEDURES 

10.1 Know your counterparty procedure 

10.1.1 Know your business procedure 

This pillar includes the proper identification of the clients to whom Kushki is to provide its payment 

service. The business or establishment that intends to use our technological products shall fill out 

an affiliation form available on our website and upload the required documentation. 

Once the affiliation forms available on the website have been completed, a series of steps that 

are to be completed by several Kushki business areas will be triggered before the customer can 

start operating with the service. 

The first activity of the affiliation process consists of validating the risk profile. This process is 

intended to get to know the customer in depth by searching in restricted, national, and 

international control lists through the designated tools, including their credit profile. To generate 

an acceptance criterion based on the results of the business searches, a decision matrix is used. 

This, as a result of many weightings so as to allow setting a minimum acceptance limit for the 

business in the Gateway model affiliation, if a match is found in the searches, in accordance with 

our policies, the client's enrollment shall not proceed, in which case, the process would be 

suspended. 

All this due diligence, found in more detailed in the process, is intended to prevent the products 

or services provided by Kushki from being used as instruments to conceal, manage, invest or 

divert money or other assets which origin or destination are the proceeds of crime. For this reason, 

the business channels are required to get to know the clients, as this is structurally key to prevent 

the asset laundering and terrorism financing risk. 

Within the due diligence framework, the following actions aimed at getting to know the customer 

shall be taken: 

• Identifying the Client and verifying its identity through the documents issued by the 
authorities of each country for said purpose. 

• Identifying the final beneficiary of businesses, for Kushki to know who they are, in 
accordance to local regulations where Kushki is regulated 

• Understanding and, when appropriate, obtaining information on the purpose and 
nature of the business relationship. 

For the purposes of mitigating the legal and reputational risk of having relationships with natural 

persons and legal entities included in OFAC, UN, EUROPEAN UNION, and local lists thereafter, 

the system continuously monitors natural persons and legal entities. 

Kushki maintains a data update process according to the risk level of each active merchant, as 

outlined in its procedure for updating general merchant information, RC-PD-0107-KU. 
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For inactive merchants, the update applies under the previously stated terms when they cease to 

have that status. 

As part of this pillar, some risky and prohibited businesses are considered, as shown in the 

document GGC-IN-0104-KU Mapping risky and forbidden businesses. It must be noted that 

businesses considered riskier should go through the Compliance area for review and 

understanding. During this analysis, the area will request additional information and 

documentation as necessary to convey the policies or measures adopted to prevent asset 

laundering and financing of crime, such as terrorism. 

10.1.2 Know your employee procedure 

• For the recruitment, selection and hiring process, the documents described in the 
Recruitment and Selection process of the Human Resources department shall be 
managed and requested from participating candidates. 

• Before performing a job, Human Resources shall properly learn information on the 
candidate and other rules defined for this purpose and shall also search the 
candidate in restricted lists through the internal application provided by the 
Compliance area to prevent ML/TF risks. The result from this list search, the 
candidate's resume, security profile (when applicable) and other documents 
required during the selection process, shall be filed in the employee's file. 

• Review of restrictive lists must be conducted after onboarding to validate that there 
have been no changes in the information and that the individuals have not been 
reported on any restrictive lists. Therefore, Compliance department conducts 
ongoing validation for all active employees of the company. In cases where the 
report is positive, it must be immediately reported to Compliance Officers in each 
country where onboarding takes place via the email address 
compliance@kushkipagos.com. 

• The personal data of the company's active employees is updated annually. 

10.1.3 Know your supplier procedure 

Hand in hand with the company's values, we are committed to working solely and exclusively with 

suppliers and/or partners that are aligned with Kushki's principles. There are key guidelines for 

the selection and evaluation of suppliers of goods and services that Kushki may require that are 

applicable to all local and foreign suppliers of goods and services that seek to work with Kushki 

and any of its subsidiaries and which service directly impacts on Kushki’s service provision. 

• To select a specific supplier, the relevant evaluation shall be carried out based on 
criteria specified in the supplier selection and evaluation procedure CP-FT-0100-
KU. 

• Kushki shall query beforehand the information of the provider in the Restricted 
Lists/Blacklists before engaging. 

• Kushki shall REFRAIN from working with suppliers (individuals or legal entities) with 
criminal, court, credit, tax records or obligations and/or who are included in blacklists 
or restricted lists. 

mailto:compliance@kushkipagos.com
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• Review of restrictive lists must be conducted after onboarding to validate that there 
have been no changes in the information and that the individuals have not been 
reported on any restrictive lists. Therefore, Compliance department performs 
ongoing validation for all active suppliers of the company. Kushki will terminate any 
contractual relationship if it identifies any matches on binding and restrictive lists, 
both national and international, related to money laundering and the financing of 
terrorism. 

• Kushki reserves the right to block, cancel and/or disable the service relationship with 
any third-party provider if it fails to comply with the contractual provisions. 

• Kushki requests updates from suppliers through the mechanisms provided for this 
purpose, following the guidelines established in Purchasing Standard, CP-MA-0001-
KU. 

10.1.4 Know your shareholder procedure 

• In no case Kushki fails to identify and learn the basic information of all of its 
shareholders, including the final natural persons or effective beneficiaries of a legal 
entity. 

• Annually, Kushki reviews through ongoing process involving the shareholders are 
not included in blacklists, restricted lists, including the condition of PEP persons. In 
the event of coincidences, the relevant actions shall be taken. 

10.1.5 Final beneficiary 

In order to comply with regulations of each country and based on international standards such as 

FATF, Kushki has implemented mechanisms to obtain information about the ultimate 

beneficiaries of affiliated merchants, in accordance to regulatory framework of each country where 

Kushki operates. 

10.2 Procedures for Politically Exposed Persons 

The Compliance Officer shall use the databases provided by the list provider to identify PEPs. 

As for those clients who have been identified in this category, the relationship shall be approved 

by the higher authority from Sales or Commercial Area applicable in the regions where Kushki 

has operations. In general, the actions established in the procedure SRC-PD-0103-KU Enhanced 

Due Diligence shall be taken. 

Monitor the transactions of PEP clients from time to time in order to determine whether they are 

within normal parameters or not when compared against the profile of their segment. 

Compliance periodically conducts reviews of the customer database to determine if any individual 

has acquired PEP status following their onboarding process. 

For PEPs identified among third parties (employees, suppliers, among others), approval must be 

requested from the immediate superior of the process leader in each region where Kushki has an 

active presence. 
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10.3 Procedures for natural persons and legal entities that have a current 

relationship with kushki and are included in restricted lists, blacklisted or 

in other watchlists or news 

Once the continuous monitoring process finds a natural person or legal entity in a blacklists list or 

subject to a tax process in local lists, the contractual relationship shall be terminated in 

accordance with the provisions of the terms and conditions, and the Compliance Official shall 

report this to the relevant Intelligence Unit, and to the transactions area to remove the client, then, 

the business unit shall report this situation back to the client. 

That the Compliance Officer, in its monitoring process, finds relevant news on natural persons or 

legal entities with whom a contractual relationship is established, thus, he or she shall report this 

to the Legal Representative, how this situation is to be treated, depending on the Reputational or 

Legal Risk this may represent for Kushki, they may be asked to explain the situation and, thus, 

take the relevant actions. 

10.4 Business transaction monitoring procedure 

Hand in hand with the Know Your Customer process, Kushki manages the transactional 

monitoring process for asset laundering and terrorism financing risk through the information 

recorded on business transactions in the Monitoring Dashboard and based on which alerts were 

defined considering the behavior, nature and characteristics of each business. Alerts are 

generated based on statistical settings and are further reviewed by the Compliance Specialist or 

designated person for this role by the MLRO. In the event an atypical behavior is identified, the 

business area is notified, which, in turn, shall issue a warning as per the due diligence process 

and subsequently notify Compliance, who shall determine the closing of the unusual transaction. 

To determine whether a transaction is suspicious, it shall be submitted to the internal Compliance 

committee, along with the analysis supporting information and according to the applicable 

business unit warning, where the STR shall be determined. Subjective criteria shall not be taken 

into consideration, the analysis shall be duly supported and documented. 

10.5 Procedure to determine or use alert signals 

These are the facts, situations, events, amounts or financial indicators that fall outside the 

particular characteristics of clients or markets, from which the possible existence of a fact or 

situation that falls outside the ordinary course of Kushki business may be identified. 

The following warning signs are general notions and take those provided by the UAF or by the 

national authorities on their websites as guidelines. These guidelines are based on the actions 

and situations associated with Kushki’s activities as well as its relations with clients and the 

information obtained from them. Every Kushki employee is under the obligation to immediately 

report any situation they deem worthy of reporting identified during their ordinary activities to the 

Compliance Officer through Slack, the whistleblower channel, or the following email addresses 

compliance@kushkipagos.com, including the following: 

• Whenever the client provides insufficient or inconsistent information and shall argue 
that it is to be supplemented or clarified in the next few days. 

• Whenever customer transactions are not consistent with their economic activities 
and their transactional profile. 

• Whenever the client refuses to provide information that allows confirming their 
income streams. 

mailto:compliance@kushkipagos.com
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• Whenever customers show little knowledge about their business. 

• Whenever the documents submitted by the client are questionable concerning their 
business existence. 

• Whenever they show reluctance or annoyance when asked to fill out the affiliation 
forms or to clarify the data therein. 

• Whenever an employee has a lifestyle that does not match their income. 

• Whenever an employee is reluctant to take vacations, to accept changes in their 
activity or promotions that implies that he or she will not continue to carry out the 
same activities. 

• Whenever the client gives an address that matches the address of another business 
that differs from the one that was declared or does not fit the declared line of 
business 

• Whenever the client carries out transactions in high amounts and does not declare 
a paid job or activity that justifies the amounts involved. 

• Customers which postal address and account statements is abroad or match a post 
office box. 

• Unusual and unjustified increase in the billing of a client's business, observed from 
the economic activity recorded in their accounts and profile. 

• A client that in a short period appears as the owner of new businesses or companies, 
incorporated with significant startup capital. 

• A client who carries out repeated transactions on behalf of third parties. 

• A client who frequently sends or receives money transfers to or from countries 
considered non-cooperative by the Financial Action Task Force (FATF), or territories 
listed by the Organization for Economic Co-Operation and Development (OECD) as 
preferential tax regimes, without an apparent economic justification. 

• Incorporation of companies with capital or partners from non-cooperative 
jurisdictions by FATF or damaging preferential tax regimes according to the OECD 
classification (Tax Havens). 

• Sudden change in the ownership of a company, which new partners show a 
business profile that does not match the entity’s history, or who may be reluctant to 
submit personal or financial information. 

• A client who refuses or suspends a transaction when required to provide information 
on the origin of certain funds. 

• Opening of multiple businesses with a person in common to all of them. 

• Clients whose companies have people who do not match their position profile as 
directors. 

• Clients whose companies show a non-operating income higher than the operating 
income at the time of registration and/or when making an update. 

• Clients whose financial statements show results that are not consistent with the 
industry or sector average. 

• If a client is being investigated or prosecuted for asset laundering and terrorism 
financing or predicate offenses becomes publicly known in the media or otherwise. 

• Transfers requested by a client to several people with no apparent relationship. 



 ANTI-MONEY LAUNDERING STANDARD 
SRC-MA-0101-KU 

 Página 24 

The current version of this document is available in the KUSHKI information database. 
Any downloaded document or printed copy is considered an UNCONTROLLED COPY. Internal use information 

• Transfers sent to different countries under the same beneficiary and within a short 
period. 

• Transfers made to several people who share common information (address, 
telephone, inter alia) are identified. 

• Funds are received from various senders, who share common information (address, 
telephone, inter alia) are identified. 

• Large amounts sent via online payment processing companies (PayPal, Money 
bookers, etc.) which do not provide information about the sender are received. 

• Clients who carry out transactions in jurisdictions that are not related to the corporate 
purpose to the usual jurisdiction. 

• Companies that have a very low capital and/or a very broad corporate purpose. 

• Clients that change their bank accounts and/or their final beneficiaries on very short 
periods of time. 

• Existence of one or more business accounts through which a large number of 
transfers are made to and from abroad, and for which there does not seem to be a 
sufficiently justified business or economic purpose, particularly when this activity is 
carried out from or to countries, territories or jurisdictions subject to special 
monitoring (countries designated by national authorities, or countries and territories 
designated as non-cooperative by the FATF or the OECD). 

• Use of virtual transfer links between traditional bank accounts and anonymous 
payment services (Money Services Business, virtual currencies, digital currency 
exchangers or alternative payment channels such as e-cash, e-wallet), in order to 
stratify the funds from the original source and collect them into one or more accounts 
via transfers to or from places of concern. 

• Creation and operation of non-governmental organizations (NGOs) or non-profit 
organizations (NPOs) which activity or corporate purpose is not justified by the 
characteristics of the area or place where it holds operations, the frequent reception 
and sending of money to or from abroad, the unjustified use of funds in relation to 
the purpose for which it was created, non-existence of the required infrastructure to 
conduct its activities, receiving cash contributions to fund its internal operations, or 
being linked to external persons who receive or forward money to third parties. 

• Non-profit organizations (NPOs) that base their existence on receiving contributions 
from countries considered to be of high terrorist risk. 

• A transaction does not match the profile of a customer or counterparty businesses, 
or the end user information does not match their business profile. 

• A client or counterparty declared a business activity whereby it carries out 
transactions that suggest that it may be acting as a money transfer business or as 
a payment account. These accounts involve fast high-volume transactions and a 
small balance at the end of the day for no clear business reasons. In some cases, 
the activity related to payers seems to be related to entities that may be associated 
with a state-sponsored proliferation program (such as shell companies operating 
near countries with proliferation or diversion concerns), and the beneficiaries seem 
be associated with manufacturers or shippers subject to export controls. 

• Stake in a small business, brokerage/intermediary business that may be conducting 
activities that are inconsistent with its usual business. 

• The transaction pattern of a client or its counterparty, which claims to be a business, 
suggests that it is acting as a money remittance company. 
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10.6 Due diligence actions1 

Given the risk profile of each client, Kushki may apply one or more of the following measures: 

• For high risk profiles the enhanced due diligence actions under the procedure 
SRC-PD-0103-KU Enhanced due diligence must be taken. All potential clients who 
fall into any of the following categories shall be directed through Kiss Flow to the 
Compliance area: 

o National and Foreign PEPs. 

o Non-governmental organizations (NGOs) or charities 

o Clients who carry out cross-border business transactions with high-risk 
countries where Kushki does not run operations. 

o Risky and restricted businesses (GGC-IN-0104-KU). 

o Customers with unusual transactions found by Compliance. 

o Clients with Negative Background. 

• The simplified due diligence actions may be applied (optionally) to low-risk profiles: 

o Fill in the simplified due diligence data by using third-party data sources. 

o Postponement of the obligation to check the client’s and final beneficiary’s 
identification information when an act and/or transaction is carried out above a 
certain monetary threshold. 

o Customer identification data is updated with less frequency. 

▪ Enhanced Due Diligence (DDI) data based on information obtained from 
third-party sources is updated. 

▪ The client's Continuous DDI is less thorough. This lower degree of 
thoroughness may be dependent on a monetary threshold. 

▪ Waiver from the request for information on the purpose of the legal or 
contractual relationship, or of the occasional transaction. 

Notwithstanding the foregoing, the Simplified Due Diligence actions shall not be applicable 

whenever there are ML/TF suspicions concerning a client. 

11 TRAINING PROGRAM 

The training objective shall be to disseminate, promote and foster a culture of prevention of asset 

laundering and terrorism financing for the protection of both employees and the company. 

The training is mandatory for employees in the onboarding course. The program is updated once 

a year and may be given online and/or in a classroom. 

During this process the training program shall be focused on understanding the operation of the 

asset laundering and terrorism financing activities as well as its different stages, modalities and 

typologies related to the economic activity of Kushki. Likewise, emphasis is placed on the 

importance of warning signs, internal administrative and external criminal penalties, reinforcing 

the content of this ML/TF prevention manual, the procedure to be executed when facing a 

 
 
1 Please refer to procedure SRC-PD-0103-KU Enhanced due diligence, to learn the details of this activity. 
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suspicious transaction and internal reporting or complaint mechanisms. At all times, the 

confidentiality and anonymity of the whistleblower shall be protected at all times. 

Furthermore, through Kushki's internal communication media (via Slack, or e-mail), newsletters, 

videos, news, blogs will be sent including topics and updates related to the prevention of asset 

laundering and terrorism financing. 

In the ongoing course and every year after updating it, employees shall enroll through E-Learning 

platform, where the ML/TF program is developed. Human Resources shall be responsible for 

keeping the monitoring and attendance indicators. 

On the other hand, as a mechanism to determine the effectiveness of the training given to 

employees, the eLearning platform shall include a learning evaluation consisting of 5 questions, 

the test approval percentage shall be 80%. Those employees who obtain a grade lower than this 

percentage of approval shall receive feedback and shall re-take the test with a 100% acceptance 

approval. 

Kushki trains third parties according to their nature. To this end, the company shall verify 

attendance and implement mechanisms to evaluate their performance. It is the company’s 

responsibility to demonstrate these efforts. 

12 DOCUMENTATION AND DISCLOSURE 

This standard, and its associated documents, must be deposited in the document management 

tool. The Processes area will be in charge of disseminating the relevant updates. 

Additionally, the documents below are listed: 

• Minutes stating the approval of the manual designed for the prevention of asset 
laundering and terrorism financing. 

• The documents and records supporting the design, development, and 
implementation of methodologies for the prevention of asset laundering and 
terrorism financing. 

• The documents supporting unusual and suspicious transactions. 

• The semiannual and annual reports issued by the Compliance Officer. 

• All additional documentation supporting the implementation and update of the 
program. 

Kushki shall keep, in accordance with the conditions established in local regulations, the following 

documents for ten (10) years at least, unless the local laws of each country or the Kushki policy 

on document retention specify a longer period: 

• Affiliated businesses link forms, where applicable 

• Reports filed before the government authorities on suspicious customer activity 
related to possible asset laundering or other criminal conduct, along with the 
supporting documentation of said suspicions. 

• Records of courses given on asset laundering including the names, levels and 
business units of the participants as well as the dates and places where the training 
was given. 
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• The due diligence and knowing your client record shall contain the information that 
the Clients deliver through the affiliation process and shall specify whether said 
Client is high or low risk for the purposes of taking Enhanced Due Diligence actions. 

• Record of transactions carried out by Politically Exposed Persons (PEPs) shall 
contain the information related to any transaction carried out by any person who 
matches the definition of a Politically Exposed Person. 

• Any other document that is to be kept as per the applicable asset laundering 
prevention laws in each country. 

13 REPORTS 

A key component of Kushki's Program to Prevent Asset Laundering and Terrorism Financing is 

making regulatory reports in the countries where the law thus require. Therefore, all employees, 

officers and directors are responsible for timely and appropriately reporting any non-compliance 

or unusual transactions they are aware of through the official channels provided by the company. 

In addition, they shall be responsible for timely and appropriately reporting of any perceived issue 

or deficiency found in the policies, procedures, practices, or systems that may lead to non-

compliances with Kushki policies or legal provisions. 

13.1 Whistleblowing channel 

Kushki has whistleblowing channels that guarantee anonimity, making it easier to report 

suspicious situations in which an employee, supplier, client, and/or third parties could involve the 

company, either directly or indirectly. The whistleblowers can choose any of the following 

alternatives to file their reports. 

13.1.1 By email 

The first option is by writing to the following email address lineaetica@kushkipagos.com. In the 

email subject, the reporting party must specify what is the behavior it wishes to report. In the text, 

the reporting party must describe, in detail, the events that took place. It is important to include 

the following information: 

• Who carried out the action. 

• Area and position of the person associated with the reported behavior (if the 
whistleblower does not know this information, include any other information that 
could help identify the offending party). 

• Dates when the events took place. If possible, also specify the approximate time 
when they happened. 

• If there is any evidence, please attach it to the email. 

• If the event merits providing more background information, the Compliance Officer 
will contact the reporting party after filing the report. At all times, there will be 
guarantees of confidentiality and anonymity for the whistleblower. 

13.1.2 Online 

The second channel to file reports is by following this link: 

https://kushkipagos.com/complaintschannel in this portal, it is possible to file the relevant report 

by following a number of steps that the page will guide the user through in an intuitive manner. 

mailto:lineaetica@kushkipagos.com
https://kushkipagos.com/complaintschannel


 ANTI-MONEY LAUNDERING STANDARD 
SRC-MA-0101-KU 

 Página 28 

The current version of this document is available in the KUSHKI information database. 
Any downloaded document or printed copy is considered an UNCONTROLLED COPY. Internal use information 

13.2 Responsability 

The responsibility for ensuring that reports on matters related to asset laundering and terrorism 

financing are developed and submitted rests with the Head or Director of Senior Management, 

area, or unit. By carefully following the rules and instructions outlined in this Manual along with 

the policies and procedures detailed in other manuals and transactions documentation, 

employees shall be protected from civil and criminal liability whenever a transaction is reported to 

the regulatory authorities. 

Reporting is intended to: 

• Keep the Board of Directors informed about significant issues and risks. 

• Keep the Compliance area aware of the issues caused by asset laundering and 
terrorism financing activities, for them to adopt the appropriate corrective actions, as 
required. 

• Focus attention and foster discipline and continued compliance with Kushki’s 
regulations to prevent asset laundering and terrorism financing. 

• Comply with the regulatory provisions to report unusual activities (e.g., suspicion of 
asset laundering or financing of terrorist activities). 

13.3 Suspicious Operations Report (ROS) 

Kushki is responsible for reporting to the Financial Intelligence units any operations it deems 

suspicious, following the local regulations applicable to each country. 

13.4 Internal reports 

• Internal reports on unusual and/or suspicious operations: via the channels provided 
for this purpose (whistleblowing channel, email: compliance@kushkipagos.com 
and/or the ethics line: lineaetica@kushkipagos.com; 
https://kushkipagos.com/complaintschannel). 

• Monitoring and segmentation stage reports: as a result of monitoring and 
segmentation, the Head of Financial Security MLRO prepares a monthly report that 
is sent to the Compliance Officers of each country. 

• Monthly compliance reports: the Compliance team sends a monthly report to the 
Chief Risk Officer regarding the management activities carried out during the month. 
An annual management report is submitted to the highest administrative body in 
accordance with the regulatory framework of each country. 

13.5 Information confidentiality 

All the information on Clients and transactions that Kushki keeps on their databases or records 

shall be strictly confidential. In this way, Kushki will ensure that the officials who have access to 

this information are only those who, due to their position, have the required permissions to have 

access thereto. 

Kushki, its employees, partners and managers shall refrain from informing the affected party or 

third parties of whether information has been requested or submitted to the Financial Analysis 

Unit and providing any other related information. 

mailto:compliance@kushkipagos.com
mailto:lineaetica@kushkipagos.com
https://kushkipagos.com/complaintschannel
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14 TECHNOLOGY INFRASTRUCTURE 

Kushki will ensure that the areas involved in the process of managing the risk of asset laundering 

and financing of crimes, such as terrorism, have the necessary technological tools so as to ensure 

strict compliance with the provisions in this handbook. 

15 CONSEQUENCES OF NON-COMPLIANCE 

Failure to comply with the policies, processes and controls established in this manual and, overall, 

the regulations related to the prevention of risks associated with asset laundering and financing 

of crime, such as terrorism, may result in penalties as indicated in GRH-CO-0101-KU Code of 

ethics and behavior, applicable to all employees, partners or third parties who fail to comply with 

them when carrying out their functions in the entity. 

Some consequences derived from non-compliance with the processes established in this area 

are detailed below: 

• Criminal penalties, fines, and custodial sentences in accordance with the provisions 
of the criminal code and current laws applicable in each country where Kushki runs 
operations, applicable both to natural persons and legal entities, when they fail to 
perform their legal obligations to prevent asset laundering and terrorism financing. 

• Labor penalties, which may result in the termination of the employment contract, if it 
is proven, after conducting the relevant investigation, that the employee committed 
any of the following non-compliances: 

o Failure to comply with the policies and processes outlined herein or the code of 
ethics and conduct. 

o Disclosing the administrative or court procedures that may be brought against 
them to the business. 

o Disregarding any requests by the relevant authorities. 

o Allowing the concealment of proceeds of crime. 

16 REFERENCES 

• RC-PL-0002-KU Enterprise risk management policy 

• RC-DG-0001-KU Risk appetite statement 

• SRC-MA-0201-KU ABAC Standard 

17 RELATED DOCUMENTS 

• CP-FT-0100-KU Selection of suppliers 

• CP-MA-0001-KU Purchasing standar 

• GGC-IN-0104-KU Mapping of risky and prohibited businesses 

• GRH-CO-0101-KU Code of ethics and behavior 

• RC-PD-0107-KU Updating of general business information 

• SRC-DG-0102-CO AML Colombia 

• SRC-DG-0103-EC AML Ecuador 
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• SRC-DG-0104-CL AML Chile 

• SRC-MA-0401-KU Operational risk management standard 

• SRC-PD-0103-KU Intensified due diligence 

• SRC-PD-0108-KU Restrictive list 

18 CHANGE TRACKING 

 

Version Date Changes made 

V6 02/06/2022 

• Chap.2. Expanded the regulatory framework for all of Kushki’s subsidiaries. 
Weapons of mass destruction were added to the PLA system. It is also specified 
that the system is also based on recommendations by the UIFs. Eliminated the 
table with regulatory frameworks by country. 

• Chap.3. Expanded the scope to all of Kushki’s subsidiaries. 

• Chap.4. Eliminated the concept of DDC, Head of Crime Prevention, countries 
with a preferential fiscal regime, ROE, and UAF. Updated the definition of asset 
laundering and suspicious operations. 

• Chap.5. Modified Figure 5.1. 

• Chap. 6. Updated the roles and responsibilities for the Board of Directors, CCO, 
Compliance Officer, Compliance Specialist, and Internal Compliance 
Committee. Added the roles of the Chief Risk Officer/Head Risk & Compliance, 
Chief of Transactional Monitoring, Auxiliary of Transactional Monitoring, and 
Internal Compliance Committee. Eliminated the functions of the legal 
representative, Head of Crime Prevention, Fiscal Auditor, and the requirements 
for the Compliance Officer. 

• Chap. 7. Specified that Kushki does not engage in commercial relations with 
clients that carry out transactions associated with political campaigns and/or 
political parties. 

• Chap. 8.8.3. Updated the name of the Risks Committee to SRCC Committee. 

• Chap.10.1.2. Updated the periodicity of consultations with contributors to the 
lists, from bi-annually to annually. Added the email address for Bill pocket. 

• Chap.10.1.3. Specified that the consultations to the lists of providers must be 
done before and after engaging. 

• Chap.10.1.4. Updated the periodicity of consultations of shareholders in lists, 
from bi-annually to annually.  

• Chap.10.1.5. Updated the procedure for final beneficiaries. 

• Chap.10.2. Approvals of PEP will be provided by the higher authority at Sales. 

• Chap.10.3. Indicated that KAM and the Support area could also communicate 
with the client about cancellation of services.  

• Chap.10.5. Added the email for whistleblowing and one instance to report 
unusual particular situations. Added as a sign for alert in bank accounts set for 
short periods of time. 

• Chap.10. Eliminated the chapter about procedures to record client transactions 
applicable to Chile. 

• Chap.11. Added training for third parties. 

• Chap.12. Document management is the responsibility of the Processes area. 

• Chap.13.1. Specified that the whistleblowing channels guarantees anonymity. 

• Chap.13.3. Updated the report of suspicious operations. 

• Chap.15. Eliminated penalties applicable in Chile. 

V7 07/26/2023 

• All. Coding is updated due to the name change of the process. 

• Chap. 4. The definition of Compliance Officer, risk of money laundering, 
financing of crimes such as terrorism and proliferation of weapons of mass 
destruction, and FIU is updated. 

• Chap. 5. Figure 5.1 is updated. 
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Version Date Changes made 

• Chap. 6. The role of Chief Governance & Compliance is eliminated. The 
responsibilities of the Compliance Specialist, Internal or External Audit and 
Internal Committee are updated. 

• Chap. 6.3. The functions of the VP of Compliance are added. 

• Chap. 6.4. The role of Compliance Officer is updated to Director of Regulatory 
Compliance and its responsibilities. 

• Chap. 6.5. The role of Head of Transactional Monitoring is updated to Head 
MLRO and its responsibilities. 

• Chap. 6.6. The role and responsibilities of the Regulatory Reporting Manager 
are added. 

• Chap. 6.8. The Monitoring Assistant role is updated as a Transactional 
Monitoring Assistant. 

• Chap. 7. The guideline related to the digital conservation of documents is 
supplemented. The guideline on risk analysis for new products is added. 

• Chap. 10.1.1. It is indicated that the identification of beneficiaries is carried out 
in accordance with local regulations. The reference to the RC-PD-0107-KU 
procedure is added. 

• Chap. 10.1.2. The email to report any positive report is updated. 

• Chap. 10.1.3. The reference to the CP-FT-0100-KU document is added. It is 
indicated that the update and information is in accordance with the provisions of 
the CP-MA-0001-KU document. 

• Chap. 10.1.5. It is indicated that obtaining information from beneficiaries is in 
accordance with the country's regulations. 

• Chap. 10.4. It is indicated that the parameterization of alerts is approved by the 
Specialist or person designated by the MLRO. 

• Chap. 11. The News Letter is added as a means of internal communication. 

• Chap. 12. It is indicated that the Officer's reports are semi-annual and annual. 

• Chap. 13.1.2. The web link is updated. Figure 13.1 is updated. 

• Chap. 13.4. The chapter on internal reports is updated. 

V8 30/09/2024 

• Chap. 5. Figure 5.1 is updated. 

• Chap. 6.4. The position of Regulatory Compliance Director is updated to 
Compliance Director. 

• Chap. 6.7. Functions are added for the Compliance Specialist. 

• Chap. 6.9. The function of the Internal Compliance Committee is updated. 

• Chap. 8. A reference to COSO ERM and the SRC-MA-0401-KU manual is 
added. 

• Chap. 10.2. Information related to third-party PEPs is added. The code for the 
Enhanced Due Diligence procedure is updated. 

• Chap. 13.4. Monitoring and segmentation reports are submitted to the 
Compliance Officers. Monthly reports should be submitted to the CRO, and the 
annual management report to the highest governing body. 

• Chap. 17. Reference to document SRC-PD-0108-KU and SRC-MA-0401-KU is 
added. 

 


